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Electronic Credentials for the Internet™

Personal IDs Please click on the VeriSign product you have, or are
e il interested in, so we can direct you to the appropriate
web site access Web pages.

» If you are an individual interested in securing

Server IDs your e-mail, choose Personal IDs

Secure e-commerce
& communications
» [f you have a weh server and need to create

secure connections, choose Server |Ds

=W Code signing & ;
g developer toolkits » If you are a software publisher, choose

iﬁi 24 pevelopers
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= Developers

Visit www.verisign.com for current news on Yerisign.
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You Are Here: United States Home = Products & Services = Security Services = PRI and Authertication
=ervices = PRl Applications = Digital IDs for Secure Email = Digital ID Enroliment

Contact Us

Please contact sales at

" - B50-426-5310 or

Digital IDs for Secure Email SR

Digital ID Enroliment

You are about to begin the enraliment process for a Clazs 1 Digital ID. Enrallment can be completed online within Related Resources
g fewy minutes, Your Clazs 1 Digital ID iz bound to your validated email address and can be uzed to digitally ign
vour email and receive encrypted email. | can also be uzed by vour Web brovwser as the equivalent of an
electronic membership card or pazsport to identify yourself to participating Wehb sites that wizh to restrict
accesz, eliminating the need to remember uzernames and passwords.

White Papers

International customers are served by the Verizign Trust Metwaoark of Internstional affilates. Find your affiliste.
Features and Benefits Ligital I Liser Guics
Authenticates your email address Diggital ID Tutarial

Automatic listing in our public directory and easy lookup of anyone elze's Digital ID

US $1,000 of MetSure ™™ protection against economic loss caused by corruption, loss, or misuse of your Digital [

I Trusted Messaging Solution

Free revocation and replacement if your Digital ID iz lost or corrupted
Ertterpr \ cred

US $19.95 per year, or free 60-day trial edition by Y

Payable by Viza, MasterCard, &merican Express and Dizcover. Checks and purchaze orders are not accepted.
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Choose Your Browser

select the hrowser you would like to use with your Digital ID. To continue with enrollment
you must be using the same browser you select.

. Microsolt (Internet Explorer 3 or higher)

N

Netscape (Navigator 3 or higher)

Copyright @ 2000, VeriSign, Inc. All Rights Reserved %Jﬂfjlgl 1
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Step 1 of 4: Complete Enrolilment Form

* Step 1 Complete Enrollment Form Step 3: Pick up Digital D
Step 2: Chedi E-mail Step 4: Install Digital |10

Contents of Your Digital ID
Fill in all fields. Use anly the English alphabet with no accented characters. This infarmation is
included in your Digital ID and is available to the public.

First Name:
Mickname or middle initial allowed | W
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Last Name: r o M
{example -- Doe) | el

Your E-mail Address: - —
(example - |bdoe@Everisign. com) |- |

Challenge Phrase

This unique phrase protects you against unauthorized action on your Digital ID and should not be
shared with anyone. Do not lose it! It 1s required to revoke, replace, renew or set preferences for
your Digital 100,

Enter Challenge Phrase:
Do not use any punctuation.

Choose a Full-service Class 1 Digital ID, or a 60-day Trial Class 1 Digital ID

I'd like a one-year, full-service Digital
ID for only US%$19.95 per year. @

I'd like to test drive a 60-day trial
Digital ID for free.

Loes not include revocation, replacement, renawal ar E}
cowerane nndarthe MetSore Pratertinn Plan

Microsoft Class 1 Enrollment - Microsaft Internet Explorer o
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Billing Information

Your credit card will be charged US$H159.95 when you click the Accept button below. All enrallment
and credit card information is transmitted through a secure sockets layer (S50 connection using a
Yeriaign Secure Server [0

Card Type:

Card Mumber:

Expiration Date:

Mame on Card:

Street Address:
If P.0. Box enter here,

Apartment Number:

City:

State/Province:

4
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{Optional): Select The Cryptographic Service

If yvou have a domestic version of this browser you are offered an Enhanced Cryptographic option
which provides 1024-bit key encryption. The MS Base Cryptographic provider offers 512-bit key
encryption which s adequate for most applications today, but you may select the Enhanced option
If your browser offers this chaoice and you require the higher encryption strength. If you use a
specialized mechanism such as a smartcard, please select the appropriate provider as directed by
the manufacturer.

Cryptographic Service Provider
Name

bicrosoft Base Cryptographic Providerw1.0
Gemplus GemSAFE Card C5F 1.0
Infineon SICEYFT Base Smart Card C5P
ticrosoft Base Cryptographic Providerw1.0

Additional Security for Your Private bicrosoft Enhanced Cryptographic Froviderw1.0
bicrosoft Strong Cryptographic Provider

Wy'e recommend that you protect the private L2 —— bl et h— ]
belaw will provide you with security options fEeeEeElE RS I IR e S
infarrmation.

Check this Box to Protect Your
Private Key []
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ou must read this subscrber agreement and privacy policy extract before applying tor, accepting, A

or using a Digital ID (certificate). If you do not agree to the terms of this subscriber agreement and
privacy policy extract, do not apply for, accept, or use the Digital ID {certificate).

THIZ SIUB3CRIEBER AGREEMENT will hecome effective on the date wyou #
submit the certificate application to the designated Issuing =
Authority (IA). By submitting thiz Subscriber Agreement

(fand certificate application) wou are requesting that the Ih

izsue a Digital ID (certificate) to wou and are expressing ywour
agreement to the terms of this Subscriber Agreement. Verilign's
Pubhlic Certification Jerwvices are governed by VeriZign's
Certification Practice 3tatement (the "CP3"™) as amended from

time to time, which is incorvorated bw reference into this et

Fead CPS Download CP3

Extract, please click ACCEPT to continue.

® If you agree to the terms of the Subscriber Agreement and Privacy Policy

Copyright @ 2000, VeriSign, Ine. All Rights Resened ﬁ‘I‘iSing
Trust Network
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Microsoft Internet Explorer

onfirm wour e-mail address:

\:;./ bfadi@scs-net, org

If wour e-mail address is correct click Ok, i not click CAMCEL and
correct it in the enrollment Form,

If the e-mail address is nok correct woo will nok be able to use wour Digikal IC

_l [ iZancel




Potential Scripting Yiolation

This Web site is requesting a new certificake on wour behalf, You should allow only
truskted Web sites ko request a certificake for wou,
Do wiou wank ko requesk a certificate now?
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Vrisign | Digital ID Services

Step 2 of 4: Check E-mail

Step 1: Complete Enrollment Form Step 3: Pidk up Digital IC
* Step 2: Check E-mail Step < Install Digital 1D

You should receive an e-mail from the Digital ID
Center within the hour at the e-mail address you
entered in the enrollment form. It will contain
instructions for installing the Digital ID.

Copyright @ 2000, VeriSign, Ine. All Rights Resered %Slgﬂ'
Trust Network
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Reply Reply &l Forward Print Delete Previous Mk fddresses
From: WeriSign Digital ID Center
Date: 29 0+ Ve Lo il o
To: bfadif=cz-net.org

Subject:  Trial Clazs 1 WeriSign Digital ID Pickup Instructions

<
f,'

QUICE INSTALLATION IMNSTRITCTIONS

To assure that someone else cannot obtain a Digital ID that contains your
name and e-mail address, you must retrieve your Digital ID from
Werlsign's secure web site using a unique Fersonal Identification

Mumber (PII).

Ee sure to follow these steps using the same computer vou used to
begin the process.

Copy your Digital ID PIIN
Tour Digital ID PTH 12; 221cdd 18464ee92d9282b8 1he 32204 50

(70 to Vensign's secure Digital ID Center
hitp s/ dimtabd vension comfenrollmentimspickup htm

Paste (or enter) vour Digital ID PIN

Mhce mralact Hao STTERATT laH e o i ksl
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Step 3 of 4: Pick up Digital ID

Step 1: Complete Enrallment Form # Step 3 Pick up Code Signing I[
Step 2: Check E-mail Step <& Install Code Signing ID

When picking up your ID, use the same machine and browser used for
enrollment.

The Persanal ldentification Mumber (PIN) is needed to complete this step. It was contained in an e-
mail message sent immediately after the enrallment form was submitted.

This was sent from VerSign Customer support Department to the e-mail address entered in the
enrallment form.

Copy the PIM number fram the e-mall, paste (or enter) it into the box below, and click SUBMIT.

After the PIN is submitted, generating the Dugital 10 wall take up to three minutes. Do not interrupt
the browser until there is a response.

Enter the Digital ID Personal

taentbationstnmbier (E1s; 121 cdd 84E42292d9282081 be322b430]
The Digital D PIM is listed in the confirmation e- - = Gk = [

mail that was sent fram the Digital ID Center.

;.'EI_E]DHE TITITTITIT S Internet
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Step 4 of 4: Install Digital ID

Step 1: Complete Enrollment Form Step 3: Pidcup Digital 1D
Step 2: Chedk E-mail * Step & Install Digital |10

Y our Digital ID
Your Digital [DSM has been successfully generated.

Organization = YeriSign, Inc.

Organizational Unit = YeriSign Trust Metwork

Organizational Unit = www . verisign.com/repository/RP4 Incorp, by Ref,,LIAB.LTD{c)98
Organizational Unit = Persona Mot Yalidated

Organizational Unit = Digital ID Class 1 - Microsoft

Common Mame = bfadi bfadi

Email Address = bfadi@scs-net.org

Please click on the "Install” button to the right to install
@ the Digital ID. INSTALL

é a Internet




Potential Scripting Yiolation

7N

This Web site is adding one or more cerkificakes ba this computer, Allowing an untrusked
Web site to update your certificates is a security risk, The Web site could install
certificates wou do nok trusk, which could allow programs that wou do nok Erusk ko ronoon
this computer and gain access ko wour datka,

Do wiou wank this program to add the certificates now? Click Yes iF wou trust Ehis Web
zite, Otherwise, click Mo,

.................................

.................................




A Certificate Installation and Registration Page - Microsoft Internet Explorer

File Edit ‘ew Favorites Tools  Help

- BX)

&

Associate a Digital ID With Your E-mail Account

Microsoft Outlook Express:

Select Accounts from the Tools menu, then the Mail tab.

Select your Mail account, click the Properties button, select the Securnity tab.
Check the box "lse a digital ID when sending secure messages from", then
click the Digital ID button.

Select the certificate you want to use to digitally sign wour e-mail,

Outlook 98 and 2000:

In the Tools menu select Options, then the Security tab

Click "add digital signature to outgoing messages", click the "Change Settings"
button

On the next screen click the "Choose..." button, Select the Digital ID you want
to use for signing e-mail in Outlook,

Consult our User Manual and Tutorials

1. Wisit our Learning Center to view our tutorials, user manual and other uzeful information.

2. Wit our Code Signing ID Center to find out more about Code Signing IDs and Code
signing 1D services.

i

eE_LI Done é a Internet




¥ [nbox - Outlook Express

File Edit Wiew Tools Message Help '-fﬁ'in.scs—net.urg Properties

|_‘_‘_r;| ﬁ"" ﬂl 8 & | General | Servers | Eunﬂectiun| Securty |ﬁ.dvanced|

Create Mail Feply Feply All Forward Prink

Signing certificate

L II"IlEf]DK Select the signing certificate below. Thiz will determine the digital
lnternet Accounts |0 uged when signing meszages with this account.

Al b ail |New3 || Drirectony Sewice| Lertificate: [ Select... ]

Account Type Connection Encrypting preferences

% in. scs-ne.t.nrg ma.il [u:ief.éult] f;‘-.n_l,l .-'-‘-.véilaﬁle

Select Default Account Digital ID

Select the certificate you want ko use, "
b elect... |

Issued ko Issued by Intended P... Friendly na...  Expirakion ...

&2 bfadi bfadi  Werisign Cla...  Secure Ema.., Mone 291012005

| 3

OF ” Cancel ][ View Certificate ]

45 message(s), 0 unread Warking Online

I ", 3 Interniet Explorer - E Microsoft PowerPaink W Inbox - Outlook Express




Certificate

' General | Detalls | Certification Path

i_ertification path

WeriSign Class 1 Public Primaty CA
=] verisign Class 1 CA Individual Subscriber-Persona Mot Validate

E; . bfadi bFadi

[l#
W

Wiew Certificake

Certificate skatus:

This certificate is Ok,
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Prink Celete Previous Mexk Addresses
From:  Fadi BAGHDADLIAN 8
Date: P B R R S T 1 | R
To: Fadi BAGHDADLIAN

Subject: Message
Security: Digitally signed and verified

Security Help * ,
Digitally Signed Message
N
Q This message has been digitally signed by the sender.

Signed e-mail from others allows you to verify the authenticity of a message -- that the message is from
the supposed sender and that it has not been tampered with during transit. Signed mail messages are
designated with the signed mail icon.

Ay problems with a signed message will be described in a Security Warning which may follow this one.
If there are problems, you should consider that the message was tampered with orwas not from the
supposed sender.

™ Dan't show me this Help screen again.

Continue |
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VeriSign has issued over 430,000 Q_
SSL Certificates worldwide. Now you -

can try one FREE! %

Over 93% of Fortune 500 companies use VeriSign S50

Cedificates to protect e-commetrce and other private information

with 128-hit encryption, the strongest SSL pratection available If you're responsible for:
amawhere. Don't miss this opportunity to tey the waorld's #1 ¥ Encrypting anline
solution for Web site security: WeriSign Secure Site Services! tranzactions

¥ SecUring corporate
To obtain your FREE S5L Trial ID, please complete the form intranets

below. ¥ Protecting parner or

: : : . ;e customer extranets
Areyol interested in securing your e-mail communication as

wiell? Learn more about Digital 1Ds for secure e-mail.

Aapa: F= ragured
* First Name

é a Internet




Certificate

General |Details | Certification Path

T
! =1 Certificate Information

This certificate is intended for the following purpose(s):
* Ensures the identity of a remote computer

* Refer bo the certification autharity's stakement For details,

Issued bo: vy, verisign.com

Issued by: v, verisign,com/CPS Incorp.by Ref, LIABILITY
LT (c)97 YeriSign

¥Yalid from 04/05/2003 to 04)06/2005

B e e e e e e e e e e e e e e e

nstal CertiFin:aI:e...§| | Issuer Skatement |

| ox




Certificate

| General | Dt ails i-tertiFicatinn Path |
Shia; | o

Field YWalue =

E'u'ersin:un W3

[l serial number 3c 36 1d 05 ed 01 53 77 93 4c..,

ESignature algarithm mdSRSA =

Elssuer i, verisigrn, comCPS Incorp. .

[=lvalid From 04 Olyi>, 2003 02:00:00 e

[=]valid to 04 Olpi>, 2005 01:59:59 o

ESuhject w, verisign, com, Terms of o, ..

=] Public key RSA (1024 Bits) v
Edit Properties, .. | Zopy ko File. .. |

| ok




Certificate

 General | Details | Certification Path

Certification path

Yerigign Class 3 Public Primary C& |
o f==] | v verisign. comCPS Incorp.by Ref. LIABILITY LTD.(c)97 VeriSig
O E= L ouvuny, verisign, com

3

[l

o

Wigwm i ertificate

Certificate skatus:

This certificate is Ok,




