i) [
.

it l i A

« T :
- - ...;fu
-
J gl
b L 1 i s

Information & Network Security
LA ¢ Gl glaall 7yl

Eng. Fadi BAGHDADLIAN
Advanced I nformation Technology
bfadi @advitco.com



mailto:bfadi@advitco.com

A A

‘—‘-‘-‘“‘jﬁj\ L_AG Aiay ?j\"d\ . i
3 i)

L
Q —

QS

P

s A 2 pall g sl il s
A g Iy 5yl

Ldle e 5ah Y e i culall mual

| s (] L;AT A ST



L ——

ol ol 4 Y] jualic

z 55l ae: Accesscontrol

Lo sheall T sl 4 3 (0 283 —

oY) Authentication  »
sl e @l —

4yl :Privacy e
dall Gl gladll Alea —

Gl slaall &3l 1 Integrity o
Lebiaat ade g Cila glaall daDbs Gloa —

D&Y a2e 2 Non-repudiation  «
S yall (g JISEY) p2e o —



L ———

Case study : the restaurant
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Case study : the restaurant (2)
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Case study : the restaurant (3)
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Case study : the restaurant (4)
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Secure transactions means

« Confidentiality

* Integrity
» Authentication
*  Non-repudiation

Provided by encryption
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Figure 1-1. Encryption and decryption
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Figure 1-2. Conventional encryption
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Figure 1-3. Public key encryption
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Figure 1-6. Simple digital signatures
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plaintext is encrypted
with session key

session key is encrypted
with public key

ciphertext + g
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Figure 1-4. How PGP encryption works
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Figure 1-5. How PGP decryption works
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Figure 1-7. Secure digital signatures
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public key value

- cert holder's unique name (ON)

- issuer's unigue nams

- version of cert. format

- certificate serial number

- signature algorithm identifier
ifor certificate
issuer's signature)

- certificate issuer's name
{the Certification Authority)

= validity period {start/
expiration dates/times)

- extensions

Certification Authority's
Certification Authority’s  private key (also called

digital signature the root CA certificate)

Figure 1-10. An X.509 certificate
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How AdvIT
can Improve the security
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Token form factors

PW

[TUTILELEERESS

Passwords Smartcard USB key Biometric
Generator
Netwqu Poor Good Excellent Excellent Poor
Security
Stores data No No Limited Yes No
Easy to No No Yes Yes No
manage
Convenient No No Yes Yes Yes
Readerless Yes Yes No Yes No
Cost Low High Medium Medium High
Also acard No No Yes No No
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What 1s SmartToken?

factor

AA family of full featured tokens
providing strong authentication for end
users.

A4 A personal, portable, physical device
representing you on a computer or
network

‘USB: Smartike

4Smart card and a Reader in a USB form | .

AOPECl R

[
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Advantages of using SmartKey < .l

e Security ¢!

+  Portability Jall 4L

 Ease of use for the end user alaaiu) 4 s
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Token Applications <ladks

« Secure Emall

e Secure web access

* VPN authentication

« Access control

« Laptop anti-theft
 Remote access

* Internet remote access

« PC Ignition key

« Parenta controls

- Payments

« Form Signing
 Digital license holder
 PKI
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Parthers.

OmniSec, SwissCom, Phion, Avira, SafeBoot,
Fatian,
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omnisec

Keep Your Secrets Secret

Based in Neutral Switzerland

entire share capital

Ny
¢ privately owned by
a few Swiss citizens
= -
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solutions

Swisscom Solutions AG
Risk & Security Consulting
Millerstrasse 16
ZH-2004 Ziorich

Fhone — +4158 222 80 44
Fax +41 58 222 88 55

ehdail solutions@swisSCom . Ccom
Website vy swisscom.comisolutions
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Not Only Products

» Hardware
« Software
» Consultancy & Test Penetration
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Using international standards & Models

« Plan-Do-Check-Act (PDCA) Modells (ISO/IEC 27001)
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Telephone Encryptors
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Fax Encryptors
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Radio Encryptors
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Message & File Encryptors
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|P Encryptors
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Firewalls, IDS, IPS, Internet Security
Gateway




